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Essayons de télécharger cet utilitaire issu de ethereal…
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[bookmark: _Toc511581720]Wireshark lancement:
N.B : on ne peut auditer que la carte réseau d’un poste, donc on ne voit que les trames qui nous sont destinées, oui sont destinées à tous les postes (broadcast…). On devra donc :
· Se placer sur la machine voulue
· installer un hub (à la place d’un switch)
· mettre un port en mirroir sur le switch sur lequel on branchera notre carte réseau

On indique la carte réseau que l’on souhaite auditer, puis Start
[image: ]
Puis Start
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[bookmark: _Toc511581721]Wireshark arp:
On peut filtrer selon un protocole précis
Arp (en vert s’il connait le protocole, attention, il est sensible à la casse…)
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[bookmark: _Toc511581722]Wireshark ftp:
on met en place un client FTP genre filezilla avec les paramètres qui vont biens, par exemple un mot de passe ftporgzk28…
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Et on fait une connexion
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Parallèlement uis on filtre FTP dans wireshark
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Et le travail est joué !
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[bookmark: _Toc511581723]Wireshark dns et nslookup:
On essaye de voir la résolution dns de nom sur www.google.fr
Donc dans nslookup je demande www.google.fr
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Et wireshark me répond et me donne le n° de la trame contenant la réponse
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[bookmark: _Toc511581724]Wireshark statistics:
On peut savoir par protocole (détecter un protocole intrus) le taux d’occupation du réseau, Statistics / Protocol hierarchy
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Ou qui parle avec qui… Statistics / Conversations
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/> Wireshark - Download - Internet Explorer

What's on your network?

The current stable release of Wireshark is 1.10.2. It supersedes all previous re
the latest development release (1.10.0rc2) and documentation
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r ouvert - Avertissement de sécurité

Voulez vous exécuter ce fichier 7

Nom ta\ireshark\Wireshark-win32-1.10.2.exe
Edteur: Wireshark Foundation

Type : Application
De: C:\datalwireshark\Wireshark-win32-1.10.2.exe
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Wireshark 1.10.2 (32-bit) Setup. =101 ]|

Welcome to the Wireshark 1.10.2
(32-bit) Setup Wizard

This wizard wil quide you through the instalation of
Wiireshark.

Before starting the intallation, make sure Wreshark s not
runring.

Clck Next to continue.
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License Agreement
Please review the icense terms before nstaling Wireshark 1.10.2 (32-b1). ‘

Press Page Down to see the rest of the agreement.

[This text consists of three parts: :I
[Part I: Some remari regarding the icense given in

[Part I: Other applcable licenses.
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Wireshark 1.10.2 (32-bit) Setup =101 %]

Choose Componerts
Choose which features of Wieshark 1.10.2 (32:it) you want to nsta. ‘

The foloning components are avaiable for installation.

Select components to nstal:

TShark
Plugis / Extensions.
Tooks

User's Guide:

=
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Scect Adional Taska
Wi adone s shobecone? A

[-Create Shortauts
IV StartMenu Ltem
I Desktop Icon
¥ Quick Launch Icon

[-Fie Extensions

IV Associate race il extensions to Wireshark (5w, acp, apc, atc, bff,

ap, enc, ef, fdc, out, peap, peapng, pkt,1f5, snoop, syc, toc, 1,
race, rc, var, wc, wpz) N
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| £ Wireshark 1102 (32-bit) Setup i .

Choose Install Location
Choose the foder in which toinstal Wireshark 1.10.2 (32:4i0). ‘

Choose a directory in which to nstallWireshark.

"mhm Folder

Space required: 90,318
Space available: 25.8GB
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£, Wireshark 1.10.2 (32-it) Setup e b <)

ntall WinPeap?
rpapi e o aptreiv vk o, S weppbe votess Ml

[ Currently installed WinPcap version
Winpeap s curently not nstalled

[instal
¥ Install WinPcap 4.1.3.
(Use Add/Remove Programs frst to urinstall any undetected old WinPcap versions)

Whatis WinPcap?
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Installng
Please wait while Wieshark 1.10.2 (32:it) is being stalled. ‘

Execute: "C:\Program Fies (x86) Wireshark\WinPcap_4_1_3.exe™

e
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Installation options.

)l‘ﬂPMP Plesseevien e floingaptons before rtaling WiPcop

¥ Automatically start the WinPcap driver at boot time
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/. The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]
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Ele Edt Vew Go Ceptre Analyze Statistcs Telephony Tooks Intemals Hep

0)]

©® 4m | ¢+ TF L (BB QRQAARMN EEB X B
= e @ o
—— = RS
96 39.5996610 192.168.1.40 239.255.255.250 S5DP 340 NOTIFY * HTTP/1.1
97 39.6962010192.168.1.40 239.255.255.250 S5DP 346 NOTIFY * HTTP/1.1
98 39.8211570192.168.1.40 239.255.255.250 SSDP 346 NOTIFY * HTTP/1.1

99 39.9308190 192.168.1.40 239.255.255.250  SSDP 380 NOTIEY * HTTP/1.1
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fle Edt Vew Go Ceptre Analyze Statitcs Telephony ook ntemas tieb

coam s BPEXE Aes0aTe(EEIRQAQD WEB X |E

e [ Fe== =

No. [rme_ [source [pestnation [protocol _iength _[info
1 0.00000000 3Com_9b:1b:3b Broadcast ARP 60 who has 192.168.1.2187 Tell 192.168.1.10
2 0.00000100 3com_9b:1b:3b Broadcast ARP 60 who has 192.168.1.219? Tell 192.168.1.10
3 0.33351100 3com_9b:1b:3b Broadcast ARP 60 who has 192.168.1.215? Tell 192.168.1.10
6 0.99839200 3com_9b:1b:3b Broadcast ARP 60 who has 192.168.1.219? Tell 192.168.1.10
7 0.99839300 3com_9b:1b:3b Broadcast ARP 60 who has 192.168.1.215? Tell 192.168.1.10
8 1.00630000 3com_9b:1b:3b Broadcast ARP 60 who has 192.168.1.2167 Tell 192.168.1.10
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T Mes Sites

(Généal | Avancé | Poramtres de ranfert | eu de cractves |

Hote : Jpivfin o srovad.net ot |
Proocole : [/ ~rotocele de Transfert de Fiiers =l
Chiffrement : [connexion FTP simple (non sécurisée) |
Type dauthentiicaton : [Normate =l
et [rebrsster ecsbare.org

Vot de passe : [ T

= &
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‘Résolution e fadresse de privitp.pro.proxad.net
‘Connexdon & 85, 190,253, 1D1:21...
‘Connexion étable, attente du message d'accuei...

220- -Welcome to Pure-FTPd [privsep] [TLS] -
220100 areuser unber 166 of 2038 sloned.
220 Loca tme 5 now 11105, Server ports 21
220-This s 3 private system - No anonymous login |
T stedstant: [/ I
TF] Mes documents 5| B
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Capturing from Connexion au réseau local _[Wireshar} (SVN Rev 51934 from /trunk-1.10)]

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
cvamy BEEXZ|2esoTE[BERAAD @D

Fiter: [l T =] Eression... cear Apply Save
o, Itme Source. Destnation Protocol lLenath info
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*Connexion au réseau local [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

fe Eit Vew Go Cptre Anabyze Statstics Tekphony Toos Intemals e

a LB A¢e*»aTR|BB QAQAAD E#¥B X B

] Bxresson... cear save
[Time. source. IDestination IProtocol _|Length _finfo.
705634703 88.190.253. 101 192.165.1.115 Fp 323 Response Welcone to pure-rrpd [privsep] [TLs] —

634951 102.168.1.115 88.100. 253101 Request:
667443 88.190. 253,101 192.168.1.115 Response.
667594 192.168.1.115 88.190. 253.101 Request:
6447 710188214 88.100. 253. 101 192.168.1.115 FTP. 205 Response
188404 102.168.1.115 88.100. 253101 Request:

230-0K. Current restricted directory is

6450 710. 219941 88.190.253. 101 192.168.1.115 1o 73 Response: 215 UNIX Type: L8
6451 710.220160192.168.1.115 55.190.253.101 __FTP 60 Request: FEAT
6452 710. 251092 88.190. 253,101 192.168.1.115 FTP 294 Response: 211-Extensions supported
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> www.google.fr
Serveur : _sru-dc.cabare—intra.net
Address: 192.168.1.90

Réponse ne faisant pas autorité :

Nom : uwww.google.fr X

Addresses: _2a08:1450:400c:c08: :5e
173.194.66.94
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. 284529 192.168.1 1. Standard 0x5dla A srv-maj.cabare-intra.net
2467 280.285199192.168.1.99 192.168.1.115 NS 100 Standard query response Ox5dla A 192.168.1.83
619024 102.168.1 1 Standard 0x000a__A_wwi- google. fr. Cabare-intra. net
2855 342.619480192.168.1.90 192.168.1.115 NS 159 Standard query response 0x000a No such name
.619762102.168.1. 1 Standard 0X000hAAAA wwwi. go0g] e. . Cabar e~intra. net
2857 342.620065192.168.1.90 192.168.1.115 NS 159 standard query response 0x000b No such name
620287 192.168.1 1 Standard query 0X000C_ A www.go0g1p T
2859 342.659393102.168.1.90 162.168.1.115 NS 89 Standard query response 0x000C A 1V3.194.66. 94
2860 342.660095102.168.1 1. Standard 0X000dAAAA wwi. GOOG1 €. 1
2861 342.700494192.168.1.90 192.168.1.115 NS 101 standard query response 0x000d AAAA 2a00:1450:400C:C00: :5e

Frame 2858: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface O
Ethernet II, src: AsustekC_16:b5:38 (9 ), Dst: 0a:0a:0a:0a:0a:00 (0a:0a:0a:0a:0a:00]
Internet protocol version 4, src: 192.168.1.115 (192.168.1.115), Dst: 192.168.1.90 (192.168.1.90)

= User Datagram Protocol, Src Port: 52735 (52735), Dst Port: domain (53

source port: 52735 (52735

pestination port: domain (53

Length: 39

Checksun: 0x8456 [validation disabled

= pomain Name system (query)

[Response In: 2859

Transaction ID: 0x000c
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Wireshark: Protocol Hierarchy Statistics
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