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StartSSL 1°connexion
Site Web startssl:

Tout se passe via le site web
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Principe Identification sur le site Web par certificat :

La seul manière de s'authentifier est de créer un … certificat !. Certificat qu'il faudra ensuite soigneusement exporter pour pouvoir le ré-installer sur toute machine depuis laquelle on voudra ré-accéder au site startssl.
Autrement dit l'authentification sur le site ne se fait pas par login/pwd, mais par recherche d'un certificat dans le navigateur ! Il va falloir : 

· créer une demande de certificat pour s'authentifier sur le site startssl
· confirmer par mail notre identité

· installer ce certificat sur notre navigateur

· accéder au panneau de configuration du site Startssl pour créer les certificats de domaine (ceux pous lesquels on est venu chez startssl…)
ensuite il serait bon de sauvegarder notre certificat d'authentification pour le site startssl pour nous permettre de faire une re-connexion chez eux depuis un autre poste.
Création du certificat pour le site Web startssl :
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La seul manière de s'authentifier est de créer un … certificat !
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Are you a returning subscriber? Or do you want Are you the first time here? Sign up and receive
to authenticate with your StartSSL™ Open Identity? right away an email certificate (S/MIME) and a
Please click the button below and choose your digital StartsSL™ Open Identity without charge
StartssL™ certificate from the dialog. during the easy three-step enrollment!

Authenticate

...0r get a StartSSL™ Free server certificate real quick!
Follow the Express Lane which will guide you through all the necessary
steps. Choose this option only if this is your first time here, otherwise
log into your account above.

Express Lane

+ You must enable JavaScript and cookies support at your browser since this site will not work without it.
+ The email certificate (S/MIME) can be used for the signing and encryption of your electronic mail. The certificate will be
installed into your browser, just backup and import it into your favorite mail client for this purpose.




il faut se créer un compte
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1 You are required to adhere to our terms and conditions!

Votre rue et numéro: |67 Bvd Joliot Curie @

Code postal, Localité:

pays: [France

Région **: [Rhone-Alpes <]

Télsphone: [-33476267736 ) @
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il faut authentifier cela en répondant par mail, puis installer le certificat identity card qui nous permettra de nous re-logguer sur le site startssl
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Install Certificate

® We are preparing to sign your first certificate,
« Please be patient as we ready your certificate, this might take a while.
« Please click Install in order to continue.

Name: Michel Cabaré

Address: 57 vd Jolot

Zip, City: 38600 Fontaine

State, Country: Rhone-Alpes - FR

Phone: +320476267738
Validations

Class1i: ® Class2: %

Class 3: ® EV: =





dans les options internet il faut exporter le certificat

Export du certificat pour le site Web startssl :
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Si on veut exporter le certificat que l'on vient d'installer dans notre navigateur pour en stocker une copie de sauvegarde, il faut (depuis IE)

Outils / options internet
Onglet Contenu / Certificats
Dans personnel trouver le certificat de startcom
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Ce certificat est congu pour les réles suivants :
» Garantit votre dentté auprés dun ordnateur distant
«Protége e courrer électronique

= Consltez la dédaration de futorité de certfication pour plu

Délivré

michel @cabare.net

Délivré par:  StartCom Class 1Primary Intermediate Clnt CA

3

Valide du 10/ 03/ 2013 au 1/ 09/ 014,

P ‘Vous avez une dé privée qui correspond & ce certificat.
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et demander Exporter avec la clé privée…(toutes les autres valeurs par défaut sont ok)
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Mot de passe
Pour mainteni |a sécurit, vous devez protéger la dé privée en utiisant un mot de
passe.

Entrez et confirmez le mot de passe.
Mot de passe

—

Enrer puis confirmer le mot de passe (obigatoire) :
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Et on obtient
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N.B: La seul manière de s'authentifier sur le site startssl depuis un autre poste, sera d'abords à réimporter ce certificat dans le navigateur 
Rénovation du certificat :

Lorsque l’on arrive a échéance de la duree de validité (1 an) on recoit un mail d’avertissement

The Class 1, client certificate for michel@cabare.net and serial number 493535 (787DF) is about to expire in about two weeks. 
Please log into the StartSSL Control Panel at https://www.startssl.com/?app=12 and get a new certificate for this purpose
Sur le site Start SSl on à la confirmation
[image: image10.png]Read Message

EX-X]

Subject: StartSsL Certificate Expiration, 03:03 am 28 Aug 2014

[The Class 1, client certificate for michel@cabare.net and serial number 493535
|(787DF) is about to expire in about two weeks. Please log into the StartSSL ~
(Control Panel at https://www.startssl.com/?app=12 and get a new certificate

[for this purpose. Failing to update your client certificate might result in the loss
lof your account.
>

> Should you have lost the client certificate which was previously issued to |





Il faut donc  recommencer la procedure

Validation de l’adresse Email

[image: image11.png]Enter Email Address

o Enter the email address you want to have validated.
« The program sends you a verification code which you need to submit wi

in 15 minutes,

[michel@cabare.nef x





On recoit un code de validation qu il faut saisir

[image: image12.png]Complete validation

o A verification code has been sent to "michel@cabare.net".
« Please check your email account now and enter the code into the text field below.

erification Code: HZKgn vislrsku X




Et on a 30 jour pour revalider le certificat

[image: image13.png]Vvalidations
Wizard

Validation Success

« You have successfully authenticated mail account "michel@cabare.net".
« You will be able to use this verification for the next 30 days, after which it expires and must be renewed.





Re-demande de certificat S/MIME de validation de site web
[image: image14.png]« Make sure you have already validated a domain name or email address before using this tool! Select the
"Validations Wizard" for this task.

« Depending on your preferences and type of software, you need to have a prepared certificate request (CSR) ready for
submission.

[N PR 6/ MiiE and Authentication Certificate
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Wizard

Select Email Address

o Select the target email address for this certificate.
« Email addresses for which a valid, unexpired certificate exists can not be processed again.
« Note that SHA2 hash algorithm may be not supported on older systems (Windows XP, Windows 2003).

michel@cabare.pet| V]
SHAL (Default)  [v]

Em:

Secure Hash Algorithm:

ue »>»





Et le renouvellement est terminé
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« Your S/MIME client certificate s installed in your browser.
« Backup this certificate to an external media. You may import this certificate to your mail client.




Et le certificat est automatiquement installé dans le navigateur
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N.B : bien penser à exporter le nouveau certificat avec sa clé privée en lieu sur…
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StartSSL acces authentifié
Site Web startssl:

On demande (un fois le certificat installé, ou importé sur notre machine) de se logguer pour avoir accès au panneau de configuration
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On confirme le certificat

[image: image21.png]Confirmer le certificat

Ciquez sur OK pour confirmer e certficat. il ne s2git pas du bon cerfficat,
ciquez sur Annuler.




 et on est loggué
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StartSSL™ - Le couteau Suisse de certificats numériques & PKI

Certificates || Validations
Wizard Wizard

Howdy Michel Cabaré! Welcome to your StartSSL™ Control Par}g &

Thousands of subscribers already validated their identity and benefit today from the advanced capabilities of the Class 2 Name: Michel Cabaré
and EV level certificates. For features like wild cards (=.domain.com) and multiple domain names (UCC/SAN/SNI) please 67 Bud Joliot
validate your identity and benefit even more from StartssL™. Click on "Validations Wizard" -> "Identity Validation' -> Address: Curie

"Class 2"

Zip, city: 38600 Fontaine
Getting Started: State, Country: Rhone-Alpes - FR

Phone: +330476267738
1. Validate

validations

In order to receive a certificate you must validate an email address or domain name first. Choose the "Validations Class1: @ Class 2. =
Wizard" tab for this task.

Class 3: ® EV: =

After validation of an email or domain select the "Certificates Wizard" tab. Continue with the appropriate certificate
type you wish to receive. Name: -

2. Certificate





Certificat de domaine
Procédure:

Une fois dans le panneau de configuration

Pour créer un certificat de domaine il faut d'abords 
· valider le domaine via le Validations Wizard
· demander un certificat via le Certificates Wizard
· créer un fichier pkcs (fichier pfx) via la Tool box
Validation de domaine – Validations Wizard:

Une fois dans le panneau de configuration on demande Validation Wizard
[image: image23.png]Select validation & Tdentity Card

« Select the type and attribute of validation you'd lie to perform, Name: Michel Cabaré
« Please note that you might need to have instant access to your email account(s) or documents in image format.
ready. Address: 67 Bud Joliot
_ ] Zip, city: 38600 Fontaine
Type: |Domain Name Validation - State, Country: Rhone-Alpes - FR

Validations





Il faut indiquer le nom de domaine
[image: image24.png]validations
Wizard

Enter Domain Name

 Enter the domain name you want to have validated
+ You must be the owner of the top-level domain, sub domains are not support

hnp:% [cabare-extra |[net

Continue »»




Et indiquer une adresse mail de validation

[image: image25.png]validations
ard

Select Verification Email

« Select the email address for verification of domain ownership from below

Verification Email: [ Jpostmaster@cabare-extra.net
[Clhostmaster@cabare-extra.net
[Clwebmaster@cabare-extra.net
[Clo242f4fsbes3c3co3120b283807b0ff6- 276692 @contact.gandi.net




A cette adresse on recevra un code
[image: image26.png]StartCom CertMaster [certmaster @startcom.org]
webmaster @Gcabare-extra.net

c
Objet: Your Authentication Code, 11 Sep 2013 07:23

This mail is intended for the person who requested verification of domain control at StartSSL™ (nttp://wws.starcssl.com).

Your verification code is

Copy and paste this code now into the form at your open browser window.

Thank you!




Qu'il faudra saisir
[image: image27.png]Vvali

ations

Complete Validation

« A verification code has been sent to "webmaster@cabare-extra.net’
« Please check your email account now and enter the code into the text field below.

Verification Code: N | I




Et on a 30 jours pour créer le certificat
Dans le Control panel , panneau de configuration, on à la liste des domaines "validés", en bas à droite…
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StartSSL™ - Le couteau Suisse de certificats numériques & PKI

Certificates || Validations
Wizard Wizard

Howdy Michel Cabaré! Welcome to your StartSSL™ Control Panel

Thousands of subscribers already validated their identity and benefit today from the advanced capabilties of the Class 2 Name: Michel Cabaré
and EV level certificates. For features lie wild cards (*.domain.com) and multiple domain names (UCC/SAN/SNI) please
validate your identity and benefit even more from StartssL™. Click on "Validations Wizard" - > "Identity Validation" - > Address:
"Class 2"

67 Bvd Joliot.
curie

Zip, City: 38600 Fontaine
Getting Started: State, Country: Rhone-Alpes - FR
Phone: 4330476267738





[image: image29.png]Y Email Validations

michel@cabare.net ¢
& Domain Validations

cabare-extra.net 4
cabare-intra.net ¢

d

@ S/MIME Client

michel@cabare.net @





Création de certificat Certificates Wizard:

Une fois dans le panneau de configuration, et le/les domaines validés

 on demande Certificates Wizard
 [image: image30.png]+ Make sure you have already validated a domain name or email address before using this tool! Select the

"Validations Wizard" for this task.

+ Depending on your preferences and type of software, you need to have a prepared certificate request (CSR) ready

for submission.

Certificate Target:

Select Ce

T SSL/TLS Certificate

cate Purpose

3

Name: Michel Cabaré

Address: 57 vd Jolot

Zip, City: 38600 Fontaine

State, Country: Rhone-Alpes - FR

Phone: +320476267738
Validations





On veut créer un certiifact pour un site web donc on demande 

Web Server SSl/TLS Certificate

On renseigne la clé privée, startsslzk28
[image: image31.png]Generate Private Key

If you created your own private key and certificate request (CSR), please skip this step.
Provide a password for your private key. (At least 10 characters, max. 32)

Allowied are only letters and numbers, without spaces!

Write your password down somewhere securely.

Note that SHA2 hash algorithm may be not supported on older systems (Windows XP, Windows 2003)

Key Password:
Confirm Password:
Keysize: [204 (Medum) =]

Secure Hash Algorith




On confirme

[image: image32.png]This villareate a private key for your certficate. If you generated
2 certfcate signing request (CSR) at your server, do not continue:
nd cick on SKIP nstead!

Please confirm or cancel.

I





La clé privée générée, la sauvegarder au format ASCII plain text et nommée ssl.key
[image: image33.png]save Private Key

py and paste the content from the textbox below into a file and save it as ssl.key.
ke sure, that you do not alter the content and you did not add any spaces! Save it in ASCII format (plain text)

Allowed are only letters and numbers, without spaces!

Decrypt the private key with the OpenSSL utility: openssl rsa -in ssl.key -out ssl.key or use the utility from the

Tool Box.

BEGIN RSA PRIVATE KEY-
Proc-Type: 4,ENCRYPTED =
IDEK-Info: AES-256-CBC,A7E766918066409EABD36BD2FE21FBCB

[VOCIOTTDUGXRL1MMZV2g4LkpIAIZCAOYWNBTapoUZ2KTccCH+YFUQxmP78KL

loFTQ
a40EKebhgGV253QSMAERKsTfCx-+6VOMbX-+fONTNBq+ChsIsIKFQKGHVZWer





Genre

[image: image34.png]I ssl.key.txt - Bloc-notes.
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“BEGIN RSA PRIVATE KEY-—-—-
Proc-Type: 4,ENCRYPTED
pEK-T AES-256-CBC , A7E766918066409EABD3I6BD2FE21FECE

[VOC §OT TOUGXRL1MZV204 L kp AT 2CAOVWNETapOUZ2KTCCCH YFUGXP7 BKLOFTQ
124 0EKebhgGV253QSMAERKS T FCx+ 6YOMbX+ FONTNEG+CbSTS JKFQKGHVZWCr 5YZb
218707tV 55 3XBkvJr 02NDL 50XDX21DGSPOTIVESPQ30x23/T6JKpETTXL7rGCF2
phu37gedcPuxETUSSLONT T1P2u0dusaNxgeLaWNT CZ s qphasuTcrx/ o]
|d803xFQ3uF 804 INTCMOBZUVQQCTL TOK1 21Magwp2Abr 38T jM7GengoswI /1Rb
[Xu+xJZBr RNCTr S 1GgBMgCs 252y ghhg2 Ut 18p35y01KbHes SVHRNKTQVIZFOT
[n2v5WU/KU280U2VAXUXKE SMM S5 T+hCaehdgaw)/HF apCNE+NSPSPNTR 1 54L 1T j5B
MOV6WI5djhwP4 5vPn7yGkyX28+xLb6TeTPmX 1 2CLLV3pKQneco/0dsK2LmEd5Ny
[F9121KP /P29KF 3+G3n) €G1EC Y2y yqUVGAhT ATA 2u7WVKP 3nTZ,/00Penhghr Wi
[+AF IXQhLvb1 0L~ C6OFW7W]XAY2G1HZGHVPTXBX1HhNDOT S3FWPRVAIGNXSakFou
[VrdAuYekug0oywkhySqmo5293F 00eNHF srbTQOEF 162 55piz+ /Fdi 5e+80Y5PEST
locL/0eeqI4r twl TAmYY6,/FCUdDKP JUKCZUYBHCOXXYOVVOye Y7 D2bAN3+ 95Una/
[XaF SUBDTCUSNBYNGGAF AKSTAS7 SWATG 1 bGFQOAHXQKIEQ7CN/dTVyeb 1Er qUEFqu
[KBCTVEQLHUY ZWvyXV554QTZ4ZSENTIY563v6XL SdX21Q1 62VFIOSD+2IMVEAZD+a
Ip2xv01 16p0Ak260gmMyaYG3bS0CTeBqb 567 XAMSTX50SO0IMLLERSDIQTEOYGT 108
[Y6Du+F25k0qUR+DANKLr 9y TS0y /Emc26n2TIF1kr 7vobSvhgbkspd/ g1 ISGENG
INoOMZNhYF BTGUNFQYXFFEUyaengsRqTma z5x60/ymsTOPSX2EGDOD2 1XC 7MER/HS
USOEORCXVTXVZA1NyOaXbL1 M ZXEr 9CH/Ga7nd + TYPbaokFDOGRN7 93TAWSSF +05
CKLs0TasXTgCUENNUNTUDSR20pT Tkz0TpuFOuu3a2u7 JEzsA2ul eyt inba
8SMHF 257 BCGfhaDwmIUpNIBZKOUNATAL HZ EUNTUDVOGNRT 26HZ 44 BGODbINDN
H3q0e EKdu 1w BPIMPDWDDKERL JADPVVI08 jr hUEULWEpdXhSGIr paXovacye3n
PISLEINSRAQT GZNE X0 /T 1AB3ATGL I B8 JHGLZSHE QI BLKBAF LY/ NHUST 9D
[tkUTSIAL1 1 vvgkzalt3y/GSP/0UgoBroeyr61C8MyORpiREFkR22G7qRG2ZTVGST
7 305FLnRY +wIx2nCwIkilr NFNZ 22 Ft4KROXOIL 7 UBL LOTSuWAXZ jr YLILwT 61GXe
[1y2T+UOL53pRM60bSACADYUTF u0dL d1hqP7pSKaT27 TAKEHGTwyk 5aMHb4xXpz51
“END RSA PRIVATE KEY-





Il faut indiquer le top-level domain de notre certificat doit exister cabare-intra.net
[image: image35.png]Add Domains.

« Select the top target domain name for your certificate
+ Note: Only domain names which were validated within the last 30 days are eligible for selection.

Domain:

N




Et quel sous domaine précis de notre machine srv-gtw
[image: image36.png]d

Add Domains
+ You must add one sub domain to this certificate.
+ The base domain cabare-intra.net will be included by default in the Alt Name section,

+ Note: In order to add multiple domains and sub domains, your Identity must be at least Class 2 validated. Check
your status at the "Identity Card"

’ cabare-intra.net





Un résumé s'affiche et une confirmation est demandée…
[image: image37.png]Ready Processing Certificate

We have gathered enough information in order to sign your certificate now.
The common name of this certificate will be set to srv-gtw.cabare-intra.net.
The certificate will have the following host names supported:

1. cabare-intra.net

2. srv-gtw.cabare-intra.net
Please click on Continue in order to process the certificate.

Continue »»




Le certificat généré, le sauvegarder au format ASCII plain text et nommé ssl.crt
[image: image38.png]Certificates.
wizard

save Certificate

+ In the textbox belon is your PEM encoded certificate. K
« Copy and paste the content into a file and save it as ssl.crt
« Make sure, that you do not alter the content and you did not add any spaces! Save it in ASCII format (plain text)

BEGIN CERTIFICATE -
MIIGCTCCBYmOAWIBAGIDC+6MAOGCSAGSIb3DQEBBQUAMIGMQSWCQYDY —]

lQQgEwa)
[TDEWMBQGA 1UEChMNU3RhCnRDb20g THRKLJEIMCKGATUECXMIU2V]dXJIIERD

2210
[YWwgQ2VydGimawNhdGUgU2InbmiuZzE4MDY GA1UEAXMVU3RhcnRDb20gQ

l2xhcamg El

Save also the intermediate and root CA certificates for the installation at your server (Save As...).
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BEGIN CERTIFICATE-
MIIGCTCCBVMGAWTBAGIDC+6IMAOGCSGGS T 3DQEBBQUAM TGHMQSHCQYDVQGEW] )
|TDEWMBQGAT UEChUNU3RhCNRDb20THRKL JErMCKGALUEC XM TU2V dX) T TERpZ210
[¥gQ2VydG1mawnhdGUGU2 1 nbm1 uZ ZE4MDYGALUE AXMVU3RhCRDb20g02Xhc Mg
[MSBQC1tYX25TE 1udGVybiivkaWF 02 SETZX) 22 XT gQOEWHNCNMTMWOTEYMDAYODTS
[WhCNMTQUOTEYMTKXNDEYWB2ZMRKVF WYDVQQNEXBOCDYATFFQVL T 0TdRyOdTMasW
caYDvRQGENICUIENVBBEATUEGIYC3 2 Luidody o uahcnUE auS0cTENbmv NSk
3wy IK0ZThvCNAQKBF hp3ZWITYXNOZXIAY2F 1 YX) TLW1udHIhL m51dDCCASTWDAY]
Koz hvCNAQEBBQADGGEPADCCAQOC GGEBAMD,/bSTLspm, TTZXTy17bkASVPUGUCA
Ind300EYDXWEYRNSKFOOXYCOUGHAK? V7 8+dN/htpZMVr I15Yod J1A1 DAGUFOCAGIB





N.B: On sauvegarde également les 2 fichiers proposés en liens..

Ce qui fait que au total on dispose de 4 fichiers
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Dans le panneau de configuration on voit s'afficher alors le certificat
[image: image41.png]& Domain Validations
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Création de fichier pfx – Tools Box:

Une fois dans le panneau de configuration on demande Tools Box Dans laquelle on vient chercher Create PKC#12 (PFX) Files
[image: image42.png]footfox _-
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Il faut renseigner les champs en prenant les fichiers construits auparavent, 

La clé privée sauvegardée au format ASCII plain text et nommée ssl.key

Le certificat sauvegardé au format ASCII plain text et nommé ssl.crt
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Voila notre certificat
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Il faut bien noter le mot de passe associé qui sera demandé pour l'importation du certificat dans un autre navigateur…





Par exemple


startssl





Il faut bien noter le mot de passe associé qui sera demandé pour l'importation du certificat dans un autre navigateur…
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